


and mitigate zero day malware exploits. In short, PII could be included within a particular malware package, exploit or exfiltration attempt

passing through a network boundary device, where the SHARKSHADOW IS has been deployed. In the before described scenario, PII

would be collected. All PII information is transported over encrypted IPSEC tunnels and placed into an automated virtual machine to be

tested for the presence of malware. Once analysis is completed, the VM may create a custom signature file for the malware identified, and

that is the only information removed from the virtual machine. All other data is destroyed.

g. When an individual is asked to provide PIl, a Privacy Act Statement (PAS) and/or a Privacy Advisory must be provided. (Check as appropriate and
provide the actual wording.)

D Privacy Act Statement D Privacy Advisory Not Applicable

PII is not intentionally collected.

h. With whom will the PIl be shared through data exchange, both within your DoD Component and outside your Component? (Check all that apply)

Within the DoD Component Specify. DISA Global Operations Center
|:| Other DoD Components Specify.
Other Federal Agencies Specify. National Security Agency & Joint Special Operations
Command
D State and Local Agencies Specify.
|:| Contractor (Name of contractor and describe the language in
the contract that safeguards PIl. Include whether FAR privacy Specif
clauses, i.e., 52.224-1, Privacy Act Notification, 52.224-2, pectly.
Privacy Act, and FAR 39.105 are included in the contract.)
|:| Other (e.g., commercial providers, colleges). Specify.

i. Source of the PII collected is: (Check all that apply and list all information systems if applicable)

[] Individuals [] Databases

Existing DoD Information Systems [[] Commercial Systems
[] Other Federal Information Systems

j- How will the information be collected? (Check all that apply and list all Official Form Numbers if applicable)
E-mail Official Form (Enter Form Number(s) in the box below)
Face-to-Face Contact Paper

Fax Telephone Interview

g aoad

O
(]
Information Sharing - System to System Website/E-Form

Other (If Other, enter the information in the box below)

PII is not intentionally collected within the SHARKSHADOW system. Rather, it is merely a possibility that PII may be contained within
various Internet traffic that is being captured and processed by the SHARKSHADOW information system, as the system attempts to detect
and mitigate zero day malware exploits. In short, PII could be included within a particular malware package, exploit or exfiltration attempt
passing through a network boundary device, where the SHARKSHADOW IS has been deployed. In the before described scenario, PII
would be collected. All PII information is transported over encrypted IPSEC tunnels and placed into an automated virtual machine to be
tested for the presence of malware. Once analysis is completed, the VM may create a custom signature file for the malware identified, and
that is the only information removed from the virtual machine. All other data is destroyed.

k. Does this DoD Information system or electronic collection require a Privacy Act System of Records Notice (SORN)?

A Privacy Act SORN is required if the information system or electronic collection contains information about U.S. citizens or lawful permanent U.S. residents that
is retrieved by name or other unique identifier. PIA and Privacy Act SORN information must be consistent.

[J Yes [x] No

If "Yes," enter SORN System Identifier

SORN Identifier, not the Federal Register (FR) Citation. Consult the DoD Component Privacy Office for additional information or http://dpcld.defense.gov/
Privacy/SORNs/
or
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http://dpcld.defense.gov

| aSORNassoytelteepnub | iisbthhdekk d eRead i etnddeartods u b mi § Kdrpmr ¢ Walf eRs ev@icyi beratnilesanspar e
Di visDP@L TOo)n.stuHBto 2o mp o nPernitv@fcfyi aehd st e

I T Noe x'p Iwehiynh@ORNBBortequi nedor dweincbelRegul @8400n DEpRr tonikenfte R & VRParcoygr a m.

PII is not intentionally collected within the SHARKSHADOW system. Rather, it is merely a possibility that PII may be contained within
various Internet traffic that is being captured and processed by the SHARKSHADOW information system, as the system attempts to detect
and mitigate zero day malware exploits. In short, PII could be included within a particular malware package, exploit or exfiltration attempt
passing through a network boundary device, where the SHARKSHADOW IS has been deployed. In the before described scenario, PII
would be collected. All PII information is transported over encrypted IPSEC tunnels and placed into an automated virtual machine to be
tested for the presence of malware. Once analysis is completed, the VM may create a custom signature file for the malware identified, and
that is the only information removed from the virtual machine. All other data is destroyed.

I. What is the National Archives and Records Administration (NARA) approved, pending or general records schedule (GRS) disposition authority
for the system or for the records maintained in the system?

(INARAoKNumbeGeneRat oBdhediwlten or i tGRS 3.1, Item 051

(2)pendipnoytihdea tt d1SF - 1wlabs u b mitt & ARA .

( 3Ret enltnisotnr uct i ons.

The system does not store PII in a database. Any PII that is captured would be destroyed after the virtual machines perform analysis.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the collection and maintenance of a system of
records. For Pll not collected or maintained in a system of records, the collection or maintenance of the PIl must be necessary to discharge the
requirements of a statue or Executive Order.

(1)f hs vs theaemPr i vliacBYORN,heeut hoir b hPIled&ntdhex i sRriingac3yYORN ho bledi mi | ar .
(2)AaSORMNoensogdapptiyt meeut hé otrntbysD nf or mytsitaeam e c tcroolnlietcotoilolnesoata i nthadmlos semPhit
(Imiul tawtl eoaiciiteesdgvaldieappl y) .

(aQi t aepecprfdwi cfi lbsatsa tantdeE®Or hatt h ot hozpeesr aotti heety s taenml heeo | | eochRtlilo.n

(b)fi retcat auo hpmirE xye c uQri dideo ensod x iisntd isrteacttauu o hyna pteyi tidfdheeut hoeiguy hes
oper sot@ domi ni sotbrpartoigotrdheax e ¢ uotf boinwihrl d g wihee | | eacntdiad mt en sy stoefnecor ds .

(cl)y@i reichdiaruetchtdoiensog x iBBdaTomponeamseh@iemestadt gramfsit hgrfi ntheusalkeapi ng
t hper i maautyhoThHedegqui r@imeawtiinset,riumpli @eme meeti agui tt ¢hhilmo @ o mp o nreunsbtel dent i fi ed.

DoD Directive 5105.19, Defense Information Systems Agency (DISA).

n. Does this DoD information system or electronic collection have an active and approved Office of Management and Budget (OMB) Control
Number?

Conttalck@o mp onennftor mMatniagre e mtQfoflioder| e ar @fnfcié otehrii $f o r nTahtin somhierrdi OMBespr ¢ val
col dadt& drmo mo rnee mb eortshppu bil AT 2 - mopnetrhr edar df essafi or mat .

[] ves X] No []J Pending

(U)YfYebiaslalpp!l i ©OMBCloen tNuomib ecrosl, | etcittd ceesx, p i rdaat ti eosn.

(20)f Nog, x'plwahiyhMBappr owatequi aedor dwanbchedManu8adl0 Vol uzneDo D nf or matl il erdMainoaa$ :
Procedwire®ubl htor maotlil@ercti ons. 0

(3)fPendpngytihdea tf @rhGeandB@rayot acedhffedeReadi st £ati on.

OMB approval is not required since the WHS IC Management Office has determined that this PIA does not require an OMB Control
Number, since the public does not log into the system.
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